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1. Introduction 

This Privacy Policy explains how Lightning International (Media) Limited (“Lightning International”, “we”, 

“us” or “our”) handles personal data. Lightning International is a company incorporated in Hong Kong 

(company registration number 73484364-000) with its registered office at 1B, 128 Wellington Street, 

Central, HONG KONG. 

We provide Free Ad-Supported Streaming Television (“FAST”) channel operation, delivery and 

monetisation services to content owners and distribution partners. This Policy has two parts, reflecting our 

two different roles: 

• As a data controller - for personal data relating to our own business (website visitors, business 

contacts, job applicants), we determine the purposes and means of processing and are directly 

responsible for it. Sections 4.2 onwards, and Sections 9–14, apply. 

• As a data processor - for personal data relating to viewers of the FAST channels we operate on 

behalf of our clients and distribution partners, we act on their documented instructions. Those 

clients/partners are the controllers and are responsible for the consumer-facing privacy notice 

presented to viewers. Section 4.1 and Section 5A describe this role. 

2. Who and what this Policy covers 

This Policy applies to personal data we handle about the following groups: 

• Viewers and end users - individuals who watch the FAST channels we operate, on third-party 

streaming platforms, connected-TV (“CTV”) devices, apps and websites. 

• Website visitors - individuals who visit our corporate website(s) and online properties we control. 

• Business contacts - representatives of our clients, distribution platforms, advertising partners and 

suppliers. 

• Job applicants - individuals who apply for roles with us. 

Important: In relation to viewer data, we act as a processor on behalf of a controller (typically the channel 

owner or distribution partner). The controller’s own privacy notice not this document is the primary notice 

governing that data, and viewers should refer to it. This Policy describes our processing role for 

transparency. 

3. Legal framework and our role 

As a Hong Kong-incorporated business operating globally, we handle personal data that may be subject to 

the laws of several jurisdictions, including: 

• Hong Kong - the Personal Data (Privacy) Ordinance (Cap. 486) (“PDPO”); 

• United Kingdom - the UK GDPR and the Data Protection Act 2018; 

• European Economic Area - the EU GDPR (Regulation (EU) 2016/679), including as applied in the 

Netherlands; 

• Australia - the Privacy Act 1988 (Cth) and the Australian Privacy Principles; 

• New Zealand - the Privacy Act 2020; 

• United States - COPPA and applicable state privacy laws, in relation to certain content (Section 8). 

Our role differs by data type. We act as a controller for our own business data (website, business contacts, 

applicants). For FAST viewer data, we act as a processor under Article 28 of the GDPR/UK GDPR (and 

equivalent obligations under the PDPO, the APPs and the NZ Privacy Act), processing only on the 
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documented instructions of the controller - typically Lightning, that’s channels, Concerto, TRACE S.A., 

Kartoon Studios, Cinevision, Globetrotter, Remow, Yaddo. The controller determines the purposes and 

means, sets the legal basis, and is responsible for the viewer-facing privacy notice and for handling viewer 

rights requests. Our processing role is described in Section 5A. 

4. Personal data and how it is collected 

4.1 Viewer data (FAST channels) 

When a viewer watches a FAST channel we operate, the following categories of data are processed by us 

as a processor, on behalf of and on the instructions of the controller. We do not determine why this data 

is collected; we handle it to deliver the channel and advertising services the controller has engaged us to 

provide: 

Category Examples 

Device & technical data Device type and model, operating system, platform/app identifiers, 

player attributes, connection type. 

Online & advertising identifiers IP address, resettable advertising identifiers (e.g., IFA / device 

advertising ID), platform app bundle IDs, and similar pseudonymous 

identifiers. 

Approximate location Country and city-level location derived from IP address (no precise GPS 

location is collected through our channels). 

Viewing & engagement data Channel and content viewed, session and playback data, and video ad 

metrics such as ad opportunities, requests, impressions and 

completion quartiles. 

Advertising delivery data Data on which ads were served, requested, filled or dropped, used for 

yield and delivery measurement. 

4.2 Website visitor data (we are the controller) 

• Contact and identity details you provide (name, email, company) when you contact us or complete 

a form. 

• Technical and usage data collected through cookies and similar technologies (Section 9). 

4.3 Business contact data (we are the controller) 

• Name, job title, employer, business contact details, and correspondence relating to our commercial 

relationship. 

• Records of contracts, communications and transactions with the organisation you represent. 

4.4 Data we receive from third parties 

• Distribution and streaming platforms - aggregated viewership and performance reporting. 

• Advertising technology partners - advertising delivery, fill and revenue reporting. 

• Channel distribution technology provider - analytics and supply data across the platforms our 

channels appear on. 

5. How and why we use personal data (data we control) 
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For the data we control (website visitors, business contacts, applicants), we use personal data for the 

purposes below, with the legal basis indicated where the GDPR/UK GDPR applies. 

Purpose Legal basis (GDPR / UK GDPR) 

To manage relationships with clients, platforms, 

advertisers and suppliers. 

Performance of a contract; legitimate 

interests. 

To operate our website and respond to enquiries. Legitimate interests; consent where 

applicable. 

To recruit and assess job applicants. Legitimate interests; steps prior to a contract. 

To comply with legal, regulatory and tax obligations and 

defend legal claims. 
Compliance with a legal obligation; legitimate 

interests. 

To protect the security of our systems. Legitimate interests; compliance with a legal 

obligation. 

5.1 Our role as a processor (FAST viewer data) 

For FAST viewer data, we act as a processor. This section describes the terms on which we process that 

data on behalf of controllers. These terms are given effect by a data processing agreement (“DPA”) 

between us and each controller. 

• Documented instructions - we process viewer data only on the documented instructions of the 

controller, except where required by law, and only to provide the channel delivery, advertising and 

measurement services engaged. 

• No independent purposes - we do not determine the purposes of processing viewer data and do 

not use it for our own independent purposes. 

• Legal basis and notice - the controller is responsible for establishing a lawful basis, obtaining any 

required consent, and providing the viewer-facing privacy notice. 

• Sub-processors - we engage the advertising technology and infrastructure providers in Section 6 as 

sub-processors, under written terms consistent with the DPA and with the controller’s 

authorisation. 

• Assistance - we assist the controller, so far as reasonably practicable, with viewer rights requests, 

security, breach notification, and data protection impact assessments. 

• Breach notification - we notify the controller without undue delay after becoming aware of a 

personal data breach affecting viewer data. 

• Return or deletion - on termination of services we return or delete viewer data as directed by the 

controller, subject to legal retention requirements. 

• Confidentiality - personnel authorised to process viewer data are bound by confidentiality 

obligations. 

6. Advertising technology and the programmatic supply chain 

Our channels are supported by advertising. To deliver ads within streaming content, server-side ad 

insertion (“SSAI”) and programmatic advertising technology are used. This section explains how data flows 

through that supply chain. 

6.1 How ad delivery works 
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• Ad server / SSAI - an ad server stitches advertising into the video stream server-side and issues ad 

requests, using technical and advertising identifiers to request and measure ads. 

• Supply-side platform (“SSP”) - makes advertising inventory available to advertisers and their 

demand-side platforms via real-time bidding and direct deals. 

• Ad decisioning / routing - determines which ad opportunities are sent to which demand sources in 

different markets. 

Through this process, limited data - IP address, advertising identifiers, device and app information, and 

content/context signals - may be shared with advertising partners so ads can be selected, delivered, capped 

and measured. The parties involved vary by platform and market. 

Processor note. Where we operate this pipeline as a processor, these advertising partners act as sub-

processors or, where they determine their own purposes, as independent controllers in their own right. 

The controller authorises the partners used and remains responsible for the lawful basis of this processing. 

6.2 Personalised vs. non-personalised advertising 

Depending on device settings, platform, jurisdiction and any consent choices, advertising may be 

personalised (based on identifiers and inferred interests) or non-personalised (based only on general 

context such as content or approximate location). Personalised advertising can usually be limited through 

device or platform privacy settings, including by resetting or limiting the advertising identifier. 

6.3 Advertising partners 

Our principal advertising technology partners currently include Supply Side Platforms, Ad-servers, Ad 

Insertion solutions), and FAST distribution partners. A current list of partners and links to their privacy 

notices is available on request at info@lightninginternational.net. 

7. How personal data is shared 

For data we control (business contacts, website, applicants), we share with service providers, professional 

advisers, our corporate group, and legal/regulatory recipients where required by law. 

For FAST viewer data we process as a processor, any disclosure is made on behalf of and on the instructions 

of the controller - principally to the advertising and infrastructure sub-processors in Section 6, engaged 

under Article 28 terms with the controller’s authorisation. We do not disclose viewer data for our own 

purposes. Whether any advertising-related sharing constitutes a “sale” or “share” under US state privacy 

laws, and how opt-outs are honoured, is determined by the controller. 

8. Children’s privacy 

Some channels feature content directed to, or likely to appeal to, children, and particular care is taken with 

data connected to that content. 

• No behavioural advertising to children. Where content is designated child-directed, a child-directed 

treatment signal is transmitted in supply requests as instructed by the controller, disabling 

personalised/behavioural advertising and persistent advertising identifiers for those requests, 

consistent with COPPA and comparable rules. 

• Contextual only. Advertising associated with child-directed content is limited to contextual, non-

personalised advertising. 

file:///C:/Users/Lightning/Downloads/info@lightninginternational.net
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• No knowing collection. We do not knowingly collect personal data from children to build profiles or 

target them with personalised advertising, nor directly from children under the applicable age of 

consent without appropriate parental consent. 

If you believe a child’s data has been handled inconsistently with this Policy, contact 

info@lightninginternational.net and we will notify and assist the relevant controller to investigate and, 

where required, delete it. 

9. Cookies and similar technologies 

On our websites we use cookies and similar technologies to operate the site, remember preferences and 

understand usage. Within streaming channels, advertising identifiers and similar technologies are used to 

deliver and measure advertising as described in Section 6. 

Where required by law, consent is obtained before non-essential cookies or advertising identifiers are used, 

through a consent banner or platform-level control. For FAST channels, obtaining that consent is the 

controller’s responsibility. You can manage cookies through browser settings and advertising identifiers 

through device or platform settings. See our Cookie Notice at [INSERT COOKIE NOTICE URL]. 

10. International data transfers 

We operate globally, and our partners and service providers are in various countries. Personal data may 

therefore be transferred to, stored in and processed in countries other than where it was collected — 

including Hong Kong - which may not offer the same level of protection as your home country. 

Where personal data is transferred out of the UK, EEA or other restricted regions, an appropriate safeguard 

is applied — such as the European Commission’s Standard Contractual Clauses, the UK International Data 

Transfer Agreement or Addendum, or an adequacy decision. For FAST viewer data, these safeguards are 

put in place under the direction of, and/or on behalf of, the controller. Further information is available 

using the contacts in Section 13. 

11. Your privacy rights 

Subject to your jurisdiction, you may have the rights below. For FAST viewer data, these rights are 

exercised against the controller (the channel owner or distribution partner), not against us — because we 

process that data only on their behalf. If you contact us, we will forward your request to the relevant 

controller and assist them in responding. For data we control (business/website), you may exercise these 

rights against us directly. 

Right What it means 

Access Confirmation of, and a copy of, the personal data held about you. 

Correction Correction of inaccurate or incomplete data. 

Erasure Deletion of your data in certain circumstances. 

Restriction / objection Restrict or object to certain processing, including direct marketing and 

profiling for advertising. 

Portability Receive certain data in a portable format, or have it transferred, where 

applicable. 

Withdraw consent Withdraw consent where processing is based on consent, without 

affecting prior processing. 
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Right What it means 

Opt out of ad targeting Opt out of personalised advertising via device/platform settings and, 

where applicable, of “sale” or “share” of data. 

Complain Lodge a complaint with your local data protection authority (Section 

13). 

 

To exercise these rights, contact info@lightninginternational.net. We may need to verify your identity. 

Because much advertising data is pseudonymous and not linked to your name, we (or the controller) may 

be unable to identify you from it; in that case we will explain this and, where possible, point you to the 

platform or device controls for managing the relevant identifiers. We will respond within the timeframe 

required by applicable law. 

12. Data retention and security 

Retention. For data we control, we retain it only as long as necessary for the purposes described and to 

meet legal, accounting and tax requirements. For FAST viewer data, retention periods are determined by 

the controller and applied per our instructions; that data is generally held in aggregated or pseudonymised 

form. 

Security. We maintain appropriate technical and organisational measures to protect personal data against 

unauthorised access, loss, misuse or alteration — including access controls, encryption in transit where 

appropriate, and contractual safeguards with processors and sub-processors. No method of transmission 

or storage is completely secure, and absolute security cannot be guaranteed. 

13. How to contact us and complain 

Processor / our entity: Lightning International (Media) Limited at 1B, 128 Wellinton Street, Central, HONG 

KONG. 

Controller for FAST viewer data: Lightning International (Media) Ltd, info@lightninginternational.net. 

Viewer rights requests should be directed to the controller. 

Privacy contact / Data Protection Officer: Amanda Yang, GM, amanda@lightninginternational.net. 

EU representative (Art. 27 GDPR), if applicable: NA 

UK representative (Art. 27 UK GDPR), if applicable: Amanda Yang, GM, 

amanda@lightninginternational.net 

If you are not satisfied with our response, you may complain to the data protection authority in your 

jurisdiction — for example the Office of the Privacy Commissioner for Personal Data in Hong Kong, the 

Information Commissioner’s Office in the UK, the Autoriteit Persoonsgegevens in the Netherlands, the 

Office of the Australian Information Commissioner, or the Office of the Privacy Commissioner in New 

Zealand. 

14. Changes to this Policy 

We may update this Policy from time to time to reflect changes in our practices, technology or legal 

requirements. When we make material changes, we will update the “Last updated” date and, where 

appropriate, provide additional notice. Please review this Policy periodically. 


